Confidential AC Privilege - ActBlue

Summary of changes made to
Sift rules since 2023

Introduction

Our approach to fraud prevention has been to leverage our solution provider’s (Sift)
scoring system while minimizing friction to the donor and admin experience. We have
rules that automatically reject donations that use foreign prepaid/gift cards, domestic
gift cards, are from high-risk/sanctioned countries, and have the highest level of risk as
determined by Sift. We manually review all contributions a tier lower than that highest
level, and even some lower than that if they have certain risky signals (i.e. an IP/billing
country mismatch).

Ultimately, we are not the primary target of people looking to commit merchant fraud.
People who steal credit card information do not try to give that money away, they try to
buy things on Amazon, etc. Our true rate of fraud is very low, and we only needed to
reject ~1,000 donation attempts out of ~6.5 million attempts in August.

From an election integrity standpoint, we take things extremely seriously, and you will
find that our rules do an excellent job of preventing inappropriate donations. Risky
donors with foreign characteristics are very frequently manually reviewed and we do not
accept donations from the riskiest donors at all.

As you will see in the rule changes we have made, we have introduced new rules as we
have learned the ways in which we are targeted by fraudsters, but actually, our rules have
been historically too strict, and we review too many false positive, good donors, and so
we have needed to make adjustments to not interfere with the donation process, without
opening us up to increased levels of fraud.

Current Rules (as of 9/9/2024)
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