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more likely to be).

c. The payment protection step happens between the pre-

authorization step and bank approval step of the transaction
process, and all contributions run through the Sift except PayPal
contributions.

d. Our Sift workflow uses a waterfall rules system, which means
contributions are checked against a series of if-then rules and
various automated actions are taken on them. These rules can
include specific signals (what Sift calls the characteristics of a
transaction), Sift score thresholds, and a combination of the two.
Most contributions (>99%) are automatically accepted and
processed. The remaining are flagged for manual review (the work
you will do) and some are automatically rejected.
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4. How to review a contribution

a.

This is obviously the most important, most frequently used skill you
will use while working regularly in Sift. Getting good at this will take
time and practice, but you will get good at this. Here are some
helpful tips when doing regular reviews (the sections that come
later will outline what to do when things are significantly out of the
ordinary).

When you review a contribution, you want to look at the totality of
the donation, not just the specifics, meaning, you want to look at the
totality of the characteristics and context of a contribution rather
than making decisions based on a single signal. We want to give
our donors the benefit of the doubt and think about the reasons why
a contribution is legitimate.

For example, a VPN may be used by a fraudster to pretend to be in
a country they are not to fake a transaction, but it may also be used
by a completely normal person to watch foreign versions of Netflix
and they just forgot to turn it off when they went to donate. We
wouldn’t want to use the one signal, in this case: VPN use, to
determine whether we should reject something.

Start at the top of the page, and work your eyes and mind down
across the aforementioned points-of-interest on the review page.
Sift uses a coloring system to mark riskier things, so keep your eye
out for red dots as things that you should pause and think about.
Let's look at an example: the contribution below. We'll consider
what signals are risky but also why they might be legitimate.

i.  The contribution has a Sift score of 188, so we should
consider this risky and worth taking a second look at, but not
outright think it is fraud

iil.  The donor is using what looks like a fake last name (Xxcx). It
is possible that a donor might enter what we would consider
an “odd” name, as sometimes cultural naming conventions
don’t translate to English billing addresses well. These
instances are quite rare however, and more often than not,
this is indicative of a bad contribution (note: if an otherwise
legitimate donor uses a fake name, we would want to accept
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iv.

vi.

their donations and do proactive outreach, which we’'ll talk
about in a later section).

The donor is using a disposable email address. This can be a
red flag for contributions. Again, good donors sometimes use
fake emails because they do not like political email spam.
The donor has a New York billing address, is donating to a
local Massachusetts organization, has a Kentucky phone
number, and is donating from Pakistan. This stretches the
imagination for how a legitimate donor would be in this
situation.

This donor is not an Express user

Adding this all up, we decide to reject the donation. None of
these contributions in their own right are worthy of rejecting
outright, but their totality makes the donation worth
rejecting.
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2. Your Regular Routine
1. Slack & Email

a. Check Slack and Email for updates to the workflow, fraud callouts,
etc.

b. Channe! is [

3t ds-wi-fraudprevention -

Yesterday v

is marning,

e Califomnia contributions. | reject the bad o but | want to take a look at

2. Schedule

a. Schedule lives in UKG Pro
i.  Your manager should mark you OOQ if needed so that we
can reassign your scheduled shift
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4. Clear Sift
a. Clear the non-escalation queues and add to the Escalation Log as
needed

3. Policies, procedures, and
expectations

Please review the Fraud Prevention Policy, Procedures, and Expectations
document, which includes useful flowcharts:

4. What to do when things are out of
the ordinary

1. Rejections are not uncommon (around 5% of all reviews), and you should
reject things as needed

2. You can use the flowchart below to investigate suspicious contributions

3. If there are 3 or more related fraudulent contributions, check the Known
Instances of Fraud Document. You should escalate the donations rather
than reject them, and add to the Escalation Log and post in Slack (or add
to a Slack thread if there is an existing one on the fraud situation)
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3. Fraud Situations
a. Trolling
i.  These should be very easy to catch because of their often

vulgar names. Add these to the Escalation Log with a Block
request. It is also useful to look for connected contributions
so we can block other troll donations
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more deductive perspective, such as in the picture to the left,
below, where the emails for these donors all follow a similar
pattern (a 1 before the gmail domain)

A recent example of such a situation is to the organization
Courage California
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Courage California

Orders where  {temID is- + Add Criteria
STATS MATCHED ORDERS SCORE DESTRIBUT
300
Average Score @ 52  Total 692 >
Average Order Amount 372.69 [&] Blocked Orders 339 200
Total Order Amount 257903.95 F% Watehed Orders 0% 100
Accepted Orders 87%
: Undecided Orders 0%

c. Fake Organization Running Cards for the Admins Gain

i. Sometimes a fraudulent organization will fall through the
cracks and successfully get set up to harvest donations on
our platform. These cases are rare, but especially important
for us to spot and resolve, because they are especially
damaging to our reputation.

ii. These fraudsters typically do not have a legitimate
organization to siphon money from, so they will use a newly
registered organization to do this scam

ili. These tend to be 501(c)(3) charity organizations

iv.  If contributions are suspicious, it is always worth
investigating further, but pay particular attention to
organizations where their only contributions are the
suspicious ones

v. Suspicious contributions will often be for very high amounts
of money ($1,580.80 per contribution is typical)

vi. In some cases, when clicking the “Network” tab of the
contribution, there are many similar contributions going to
the same organization from the same IP, but with various
donor information
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Event Notifications:
Basic auth event notification for Democratic Nationa

Payment Authorizations

Date ' Amount Auth F
2022-09-14 $5.00 Cance

Response message: Manual

» Fraud Check Score: 99.84607790730364, Fra

Review externally

Manual Review: (sift) rejected 2022-09-16 by sift

Others with this IP:_ 4—

Tools

Revoke web receipt access

Export ch'argeback evidence PDF
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7. Response Messages

a. Below are the response messages you will come across on an
Indigo donation page at the bottom that relate to Sift

b. If it says “(sift) pending”, the contribution is in Sift waiting to be
accepted or rejected. You can go to Sift and review the contribution
if needed

c. If it says “(sift) approved”, the contribution was accepted in Sift
(whether automatic or manual). If the charge failed, the donor will
need to be referred to their bank

d. If it says “(sift) rejected”, the contribution was accepted in Sift
(whether automatic or manual). If you believe the contribution
should have been accepted, escalate it

e. If it says “(blocked) rejected”, the contribution was blocked because
we placed a contribution blocker in Indigo. Even though it says Sift
at the end of the sentence, it was never rejected in Sift. If the donor
needs a contribution blocker lifted, escalate it
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